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DIGITAL DEFENSE DIGEST

Insider Tips To Make Your Business Run Faster, Easier And More Profitably

WHAT'S NEW

Local Ransomware Warning: The
Dallas suburb of Richardson faced an
attempted ransomware attack,
confirming the immediate threat to
DFW public infrastructure.

Al & Supply Chain Risk: CISA warns of
escalating Al-driven phishing and
critical supply chain breaches;
urgently review all third-party
vendors.

Key DFW Action: Don't miss the Dallas
Cybersecurity Summit (Oct 21) or
SecureWorld (Oct 2); download the
new CISA 2025 toolkit.

BLACK BELT

This monthly
publication is
provided by
Black Belt Secure

SECURE

OUR MISSION:

To empower businesses of all sizes
with the knowledge and tools they
need to thrive in today's increasingly
complex cyber threat landscape. We

are dedicated to providing cutting-
edge cybersecurity solutions and
expert guidance to help our clients

EMPOWERING THE DFW
COMMUNITY IN CYBERSECURITY
AWARENESS MONTH

Welcome to our expanded Cybersecurity
Awareness Month (CAM) special edition
of Digital Defense Digest! As we celebrate
the 22nd year of this vital initiative,
themed "Secure Our World: Stay Safe
Online," we're doubling down on
actionable insights to fortify our digital
defenses. With threats evolving faster than
ever—ransomware up 23% in key sectors
and Al-driven phishing on the rise—this
8-page deep dive focuses on the industries
that power the DFW metroplex:
construction and manufacturing, financial
services, and education.

Our readers in Dallas-Fort Worth know
the stakes: From booming construction
sites in Frisco to factories in Arlington,
banks in Uptown to classrooms in Plano,
cyber risks can halt progress and erode
trust overnight. We've curated local
angles, recent incidents, and practical tips
drawn from CISA's 2025 toolkit and
regional reports. Let's build a cyber-
strong North Texas together.

Executive Summary - Why
Awareness Matters Now

As we step into 2025, the Dallas-Fort
Worth (DFW) region is confronting a
perfect storm of cyber threats that could
disrupt businesses, communities, and
critical infrastructure like never before.
This convergence of risks stems from our
area's rapid growth as a economic
powerhouse, blending high-tech

innovation with traditional industries.

continued on page 2.
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.continued from cover

At the forefront are supply chain vulnerabilities
in manufacturing, where interconnected global
networks expose factories to sophisticated
attacks that can halt production lines overnight.
In the finance sector, phishing surges are
exploiting the rise of remote work and digital
banking, tricking employees into revealing
sensitive data amid a 30% uptick in Al-powered
scams. Meanwhile, ransomware waves are
relentlessly targeting schools and educational
institutions, locking up vital systems and

Sector

Construction/
Manufacturing

Financial

Education

These threats aren't abstract; they're hitting
close to home in DFW, a hub for over 200
Fortune 500 companies and a dense cluster of
industrial operations. According to a recent
report from cybersecurity firm ReliaQuest, the
construction and manufacturing sectors alone
experienced 226 incidents annually nationwide
in 2024, a figure expected to climb in 2025 due
to escalating geopolitical tensions and supply
chain complexities. Texas epicenters like DFW
are bearing the brunt, thanks to our region's

Key Threat

Ransomware & loT Exploits

Third-Party Breaches

Data Theft & Ransomware
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unmatched industrial density—home to major
ports, logistics centers, and manufacturing
plants that make us prime targets for
cybercriminals seeking high-impact
disruptions. ReliaQuest's analysis highlights
how attackers are increasingly focusing on
third-party vendors, turning everyday suppliers
into unwitting gateways for breaches that ripple
across entire ecosystems. To underscore the
urgency, here are some Key Stats at a Glance:

DFW Impact (2025 Est.)

150+ incidents; $50M+ losses

30% rise in phishing;
$2.5B potential extreme losses

72% of districts hit; 130+ known
attacks

This edition arms you with sector-specific defenses. Pro Tip: Start with CISA's "Stop. Think. Connect."—update one device today. For full

resources, visit https://WWW.cisa.gov/cybersecurity—awareness-month

Free Cyber Security Audit Will Reveal Where Your

Computer Network Is Exposed And How To Protect

Your Company Now

At no cost or obligation, our highly skilled team of IT pros will come to your office and conduct a

comprehensive cyber security audit to uncover loopholes in your company’s IT security.

After the audit is done, we’ll prepare a customized “Report of Findings” that will reveal specific
vulnerabilities and provide a Prioritized Action Plan for getting these security problems addressed

fast. This report and action plan should be a real eye-opener for you, since almost all of the

businesses we’ve done this for discover they are completely exposed to various threats in a number

of areas.

To Get Started And Claim Your Free Assessment Now,

Call Our Office At (469) 557-2007
Or Visit blackbeltsecure.com
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CAM 2025 - SECURE OUR
WORLD: CORE MESSAGES
& QUICK WINS

October isn't just awareness, it's action. The 2025
theme, "Secure Our World: Stay Safe Online,"
boils down to four pillars:

Strong Passwords & MFA Everywhere:
Ditch those easily guessed default passwords and
lengthy reuse, opting instead for a unique
password manager-generated phrase for every
account. Critically, enable Multi-Factor
Authentication (MFA) on all platforms to require
a second verification step, effectively locking out
almost all unauthorized access attempts. This
practice significantly reduces your attack surface;
treat your password manager as a vault and
secure it with a robust, complex master key only
you know. For maximum protection, use strong
authentication methods like biometrics or
hardware security keys.

Phishing Savvy:

Train yourself to spot red flags in emails and
messages, such as generic greetings, urgent
demands for personal information, or suspicious
links and attachments. When in doubt, report the
message to your IT team or service provider, and
never click anything from an unknown or
untrusted sender. Always Verify the sender's
identity through a separate, trusted channel like a
phone call before taking action or providing any
sensitive details. Be especially cautious of
unexpected attachments and requests to update
financial information.
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Software Updates:

Make patching a priority and install security
updates for operating systems and all applications
promptly to fix vulnerabilities. Enabling auto-
updates ensures your software is constantly
protected against the latest threats without
manual intervention, saving both your valuable
time and critical data. Old, unpatched software is
a prime target for exploits; never ignore update
notifications, as they often contain critical
security fixes. This includes both your desktop
computer applications and your mobile device
operating system.

Backup Basics:

Follow the 3-2-1 rule to safeguard your essential
data against hardware failure, theft, or
ransomware. This means keeping three copies of
your data, storing them on two different media
types, with at least one copy stored offsite (in the
cloud or a secure remote location). Regularly test
your backups to ensure they are recoverable; a
backup that can't be restored is essentially
worthless in an emergency situation. Testing
validates data integrity and verifies that your
Recovery Time Objectives (RTOs) can actually
be met when a disaster strikes.

DFW SPOTLIGHT:

Join the Dallas Cybersecurity
Summit on October 21 at
Renaissance Dallas at Plano
Legacy West for panels on
these behaviors. Local experts
from SecureWorks will demo
ransomware response.

CAMPAIGN IDEAS
FOR YOUR TEAM:

e Week 1: Email banners with
"Stay Safe Online" graphics.

» Week 2: Phishing sims via
tools like Hoxhunt.

e Week 3: MFA rollout
challenge—track adoption rates.

» Week 4: Backup drill with
prizes for completers.

EMPOWER YOUR CIRCLE:

Share CISA's free toolkit for
newsletters and signatures.

cisa.gov

“Remember, one habit today

«

protects tomorrow.


https://cybersecuritysummit.com/
https://cybersecuritysummit.com/
https://www.cisa.gov/resources-tools/resources/cybersecurity-awareness-month-toolkit
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What is the primary
cybersecurity risk highlighted
for DFW'’s construction sector?

— 02—
A. Weak employee
passwords
B. Ransomware targeting
project data
C. Unsecured cloud storage

D. Social media data leaks

Answer: B. The Digital Defense Digest notes that
ransomware hit DFW's construction sector 41% harder in
2025, locking critical project data like digital blueprints and

causing costly delays. This is a top threat due to the sector's
reliance on digital tools and IoT devices, with 150+ incidents

reported.
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DFW's construction boom—think the new
UNT Frisco stadium or AllianceTexas
expansions—relies on digital blueprints and
I0T sensors. But 2025 brought harsh realities:
Ransomware hit 41% harder, per ReliaQuest,
with phishing up 33% in surveys.

Recent DFW/Regional Hits:

o Tata Technologies (Jan 2025): Indian
firm with DFW ops faced a breach
disrupting heavy machinery data flows.

e General Trend: 226 annual incidents
sector-wide; DFW firms report loT
vulnerabilities in smart site tools.
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ONSTRUCTION SECTOR -
BUILDING SECURE FOUNDATIONS

DFW DEFENSES:

2025 for network-wide
strategies.Encrypt files, audit
subs quarterly, and train on
CISA's "Think Before You

Click."
Top Threats:
1.Ransomware on Project Data: Locks
blueprints, delays multimillion jobs.
2.Phishing via Subcontractor Emails:
High turnover = weak links.
3.10T Exploits: Unsecured cameras/drones
expose sites.
Quick Tip Action Why It Works
Encrypt BIM Use tools like Autodesk Blocks data exfil in
Files Vault breaches
Vendor Risk . Cuts supply chain
A | audit
Checks nhuataudits risks 40%

Employee Dirills

Secure your sites—before the next storm.

Monthly phishing tests

Reduces clicks by 50%


https://advancing-construction-cybersecurity.com/
https://advancing-construction-cybersecurity.com/
https://advancing-construction-cybersecurity.com/
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LOCAL STRATEGIES:

Industrial Cyber Days 2025
urged "living" security plans—
align with business ops.
Implement Zero Trust,
segment networks, and use
Waterfall's OT insights for

unidirectionality.

MANUFACTURING
RESILIENT CHAINS

From Lockheed Martin's Fort Worth plants to Evolving Risks:

Samsung's Austin fabs (with DFW logistics ties), « Supply Chain Attacks: There's been a 71%

manufacturing drives DFW's economy. Yet, it's surge in threat actor activity specifically

the #1 targeted industry for the fourth year, per targeting OT/ICS environments via supply

Verizon's DBIR, with 54% ransomware-driven chain infiltration. This often involves

shutdowns. compromising third-party vendors or

suppliers whose products (hardware,

2025 Incidents Spotlight: software, or managed services) are integrated

o Masimo (April): Network breach halted into critical infrastructure.

DFW-adjacent med-tech production.
o Insider Oversights: High turnover skips

» Ganong Bros. (Feb): Ransomware disrupted training; overlooked alerts precede 60%
ops; echoes DFW candy/consumer goods breaches.
risks.

e National Presto (March): System outage hit
defense manufacturing lines.

Defense Layer Tool/Example DFW Resource

SANS Dallas Training

OT Monitoring Forescout
sans.org
Incident IRP Drills Secureworks Pangls
Response cybersecuritysummit.com
Training Hoxhunt Sims Local ISSA Chapters

Keep production humming—patch, segment, train.
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READER CHALLENGE:

Share your best patching
strategy! Top tips will be

featured in November's issue.

Ask the Expert:
Got a question? Email us at
infoeblackbeltsecure.com!

5
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Compliance Tip

Third-Party Audits

MFA Rollout

Incident Drills

Fortify finances—verify vendors, enable MF A now.
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FINANCIAL SECTOR - SAFEGUARDING
DFW'S ECONOMIC ENGINE

DFW's financial hub—from JPMorgan
Chase's expansive Plano campus to cutting-
edge fintech startups thriving in vibrant
Deep Ellum—handles a colossal volume of
transactions, totaling trillions of dollars
annually. However, the outlook for 2025 is
overshadowed by severe threats. According
to the IMF, extreme financial losses have
shockingly quadrupled to an estimated $2.5
billion, primarily due to a significant rise in
third-party data breaches fueled by
escalating global conflicts and sophisticated
cybercriminal organizations. This
environment demands heightened
vigilance and robust defensive strategies
across the entire ecosystem.

Key 2025 Breaches:

o Flagstar Bank Series (Ongoing):
Multiple, sophisticated cyber hits have
repeatedly exposed the personal data of
millions of customers; several DFW
branches were confirmed to be directly
affected.

o Equifax Echoes: Legacy vulnerabilities
from past incidents persist, creating
easy entry points; consequently,
phishing attempts have spiked 94% via
the use of previously stolen credentials.

Step

Quarterly Scans

Enterprise-Wide

Biannual

Rising Dangers:

Ransomware & Phishing: A projected
30%+ increase in frequency and
sophistication is targeting critical
infrastructure, including financial pipelines
and reserve funds.

Vendor Risks: Cybercrime-as-a-Service
(Caa$) models expose significant security
gaps in the supply chain; compliance with
the incoming Texas Data Privacy and
Security Act (TDPSA) now looms as a
major regulatory hurdle.

Al Fraud: The rapid deployment of
deepfakes is fundamentally changing the
nature of transaction-based fraud, making
real-time verification much more

challenging.

DFW Playbook:

DFS guidance stresses MFA and IRPs;
review under 23 NYCRR Part 500 analogs.
Boost with UpGuard's vendor monitoring.

Benefit

Cuts breach risk 50%

Blocks 99% unauthorized access

Speeds response 40%
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EDUCATION SECTOR - PROTECTING MINDS
& DATA IN DFW CLASSROOMS

From DISD's vast network of over 230 schools Unique Vulnerabilities:
to the advanced research labs at UNT and UT

Dallas, the DFW education sector serves a « Phishing on Open Networks: The LOCAL SAFEGUARDS:
massive population of 1.5 million-plus students pervasive use of open Wi-Fi and school-
and faculty. Alarmingly, the security landscape issued devices makes phishing hichl

. ' ) phushing ughty We urge segmentation, and
has deteriorated sharply: a staggering 72% of effective, as students and teachers click k & g . .
districts reported experiencing a security freely without rigorous endpoint updatlng critical €quipment.
incident in 2024-25, according to K12 SIX protection.
data, with average ransomware demands now Use CIS Controls for K-12
reaching $5§0,000. Tl.les.e attacks often exploit Legacy Systems: Budget strains and Tt e,
gjaps stemming from 11r.mte.d. budgets. and a. complex integration challenges often
.dlverse :attack surface, élgnlﬁcantly disrupting significantly delay critical security patches,
instruction and operations. leaving older infrastructure exposed.
2025 Highlights: e Data Trove: Educational institutions store

vast amounts of Personally Identifiable
Information (PII) and Protected Health
Information (PHI) for millions, making
them high-value targets for data theft.

o Nationwide Surge: Over 130 attacks were
reported in H1 alone; DFW is mirroring
this trend with Known Exploited
Vulnerabilities (KEV)-based attacks
accounting for 54% of local incidents.

o Research Targets: Sophisticated state
actors are increasingly focused on
infiltrating institutions like UT Dallas to
steal sensitive Al and biotech research data.

o MS-ISAC Report: The latest figures show
over 9,300 incidents across more than 5,000
organizations nationwide, with 82% of

reporting members impacted.

Protection Priority Implementation Outcome
Email Filters Al-Powered Drops phishing 70%
Student Training Gamified Modules Boosts reporting 60%
Training Admin vs. Edu Limits breach spread

Educate securely—filter, train, segment.
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PRO TIP

Host a "Cyber Safe
DFW" table at your
next community or

work event—use
NCA's champion kit.
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DFW SPOTLIGHT - LOCAL
EVENTS & RESOURCES

North Texas is solidifying its position as
cybersecurity central in 2025, driven by a
confluence of major industry events and a
critical need for advanced threat mitigation.
Security professionals from across the
Southwest will converge here to discuss
emerging risks and best practices for
compliance and defense, emphasizing
third-party risk management and Al-
driven security tools. Mark your calendars
for these key regional gatherings:

Key Regional Cybersecurity
Events:

Dallas Cybersecurity Summit
(Oct 21):

Features expert panels focused on
Operational Technology (OT) threats and
supply chain vulnerabilities; network with
200+ security executives at the premier
Plano Legacy West campus.

SANS Dallas (Nov 3-8):

Provides intensive, hands-on OT/ICS
(Industrial Control Systems) training;
government per diem and CPE credits are
readily available for participants.

SecureWorld Dallas (TBD Oct):
Offers TDPSA (Texas Data Privacy and
Security Act) deep dives and dedicated
sessions hosted by WiCyS (Women in
Cybersecurity), promoting diversity and
skill development.

Lone Star Cyber Summit
(Austin, Oct):

While DFW-adjacent, it offers critical
insights with a strong focus on retail and
finance sector security, drawing heavily
from North Texas industry leaders.

YOUR NEXT STEPS & BEYOND

We've thoroughly examined the critical
cybersecurity threats facing organizations
today, but decisive action truly seals the deal
in fortifying your defenses. This
Cybersecurity Awareness Month (CAM),
commit wholeheartedly to strengthening one
essential pillar of your security strategy:
update your software diligently, train your
staff comprehensively, or backup critical data
consistently—act today to protect your
operations. For Dallas-Fort Worth (DFW)
professionals across diverse industries:
meticulously audit your sector-specific risks
using our detailed, industry-tailored tables to
identify vulnerabilities. Construction crews,
prioritize encrypting Internet of Things (IoT)
devices to safeguard connected equipment;

financiers, rigorously vet third-party vendors
to mitigate supply chain risks; educators,
implement network segmentation to protect
sensitive student and institutional data. Stay
proactive and engaged with ongoing efforts:
subscribe now for November’s comprehensive
post-CAM recap, packed with actionable
insights and updates. Elevate your
commitment by joining the National
Cybersecurity Alliance (NCA) as a dedicated
Champion to access cutting—edge tools,
resources, and strategies for 2026, ensuring
your organization remains resilient against
evolving cyber threats.
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