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Defend Today,  Thrive Tomorrow. Executive
Summary

2025 marked a pivotal year in cybersecurity, where escalating threats from
nation-state actors and sophisticated ransomware operations exposed systemic
vulnerabilities in global infrastructure. Cybercrime costs reached an estimated
$10.5 trillion worldwide, with data breaches compromising over 2.5 billion
records—driven by high-profile incidents in healthcare, finance, and telecom
sectors. 

The average breach cost hit a record $4.88 million, up 10% from 2024, fueled by
regulatory fines, recovery efforts, and lost revenue. 

Key drivers included AI-enhanced phishing (up 1,200% since 2022), supply-chain
compromises affecting 45% of major incidents, and legacy MFA failures enabling
adversary-in-the-middle attacks. 

Nation-states like China (Salt Typhoon) and Russia (Midnight Blizzard) dominated
espionage, while RaaS groups like BlackCat and Rhysida extorted billions. This
report dissects the 12 most impactful incidents from January to November 2025,
analyzes their tactics and consequences, and forecasts 2026 priorities. At Black
Belt Secure, we turn these lessons into actionable resilience—empowering
organizations to outpace adversaries.
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2025 at a
Glance

Metric 2025 Figure YoY Change

Records Exposed
Globally

Average Breach
Cost

Avg. Ransomware
Payout

Healthcare
Attacks per Org 

Zero-Day Exploits

Nation-State
Incidents

2.5 billion

$4.88 million

$1.85 million

43

1 in 5
breaches

28% of major
breaches

+18% 
varonis.com

statista.com

comptia.org

varonis.com

infosecurity-
magazine.com

csis.org

+10% 

+22% 

Highest

+25% 

+41% 

Key Statistics – January to November 2025 
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Microsoft Corporate Email Breach

Date: January 2025 (disclosed; intrusion from late 2024)

Attribution: Russian state-sponsored (Midnight Blizzard / SVR)

Vector: Password spray attack on legacy account, exploiting weak MFA. 

Key Lesson: Legacy authentication remains a weak link; enforce phishing-
resistant MFA (e.g., FIDO2) across all executive and partner accounts.
Proactive threat hunting can reduce dwell time from 194 days to under 100. 

Impact

Compromised emails from senior leadership, cybersecurity, and
legal teams—spanning months.

Exfiltrated sensitive documents; affected federal agency partners
via shared access.

Remediation: $15M+ in enhanced monitoring and credential
resets; eroded trust in cloud providers. 

Incident #1
Defend Today,  Thrive Tomorrow.

04



05info@blackbeltsecure.com 469-557-2007

Ivanti VPN Zero-Day Exploitation

Date: January 2025 

Attribution: Multiple state actors (China, Russia)

Vector: CVE-2025-0282 (CVSS 9.8) RCE in Connect Secure/Policy Secure
gateways, chained with privilege escalation.

Key Lesson: VPNs are prime entry points—deploy virtual patching, regular
audits, and zero-trust network access (ZTNA) to replace outdated
appliances.  

Impact

Over 1,700 devices compromised globally; victims included CISA,
defense contractors, and telecoms.

Enabled lateral movement and data exfil; average recovery: $10M
per organization.

CISA emergency directive disconnected federal systems,
highlighting edge device risks. 

Incident #2

Defend Today,  Thrive Tomorrow.
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LoanDepot Ransomware Attack

Date: January 2025 

Attribution: Unknown RaaS affiliate

Vector: Ransomware encryption via unpatched remote access portal. 

Key Lesson: Third-party portals without MFA are honeypots—implement
continuous vulnerability scanning and immutable backups to minimize
downtime. 

Impact

16.6 million customers' data stolen (SSNs, financial accounts);
systems offline for weeks.

Disrupted mortgage payments nationwide; $26.9M in recovery,
notifications, and litigation.

Sparked regulatory scrutiny on financial sector resilience. 

Incident #3
Defend Today,  Thrive Tomorrow.
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Change Healthcare Ransomware

Date: February–March 2025

Attribution: BlackCat/ALPHV

Vector: Exploited Citrix portal lacking MFA; 6TB data exfiltrated. 

Key Lesson: Healthcare's interconnected ecosystem amplifies risks—
adopt zero-trust for all remote access and segment critical payment
systems. 

Impact

Disrupted U.S. healthcare payments, claims, and prescriptions for
millions; 100M+ records exposed.

UnitedHealth paid $22M ransom (largest ever); total costs: $872M
including fines and lost revenue.

Nationwide delays in care; HIPAA violations probe ongoing.  

Incident #4

Defend Today,  Thrive Tomorrow.
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Snowflake Supply Chain Breaches

Date: April–May  2025

Attribution: Scattered Spider (UNC5537)

Vector: Stolen credentials via infostealer malware; no MFA on demo
accounts. 

Key Lesson: Cloud misconfigurations invite cascades—enforce universal
MFA and credential rotation; use SBOMs for vendor oversight. 

Impact

Breached AT&T, Ticketmaster, Santander—560M+ records stolen
across victims.

$100M+ in extortion demands; led to class-actions and GDPR
fines exceeding €50M.

Exposed PII for sale on dark web, eroding cloud trust. 

Incident #5
Defend Today,  Thrive Tomorrow.
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Ascension Healthcare Ransomware

Date: May 2025

Attribution: Ascension Healthcare Ransomware

Vector: Phishing leading to ransomware deployment in EHR systems. 

Key Lesson: Segment healthcare OT from IT; conduct regular phishing
simulations and air-gap critical backups. 

Impact

140 hospitals offline; diverted ambulances, delayed surgeries for
weeks.

5.6M patient records compromised; $50M+ recovery costs plus
reputational damage.

Highlighted OT/IT convergence risks in clinical environments.

Incident #6

Defend Today,  Thrive Tomorrow.
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CDK Global Ransomware Attacks

Date: June 2025

Attribution: BlackSuit (Roy/BlackCat variant)

Vector: Back-to-back ransomware hits on dealer management systems.  

Key Lesson: Diversify vendors and test incident playbooks; immutable
storage prevents encryption wipeouts. 

Impact

U.S. auto dealerships paralyzed—$1B+ revenue loss from
sales/service halts.

10,000+ dealers affected; data exfil included customer financials.

Exposed supply-chain fragility in retail.

Incident #7
Defend Today,  Thrive Tomorrow.
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CrowdStrike Global Outage

Date: July2025

Attribution: Faulty software update (not malicious)

Vector: Defective Falcon Sensor config crashed 8.5M Windows systems.

Key Lesson: Validate updates in staging; reduce kernel dependencies with
user-mode alternatives. 

Impact

Worldwide disruptions: airlines grounded, hospitals offline—$5B+
economic loss.

No data breach, but amplified scrutiny on kernel-level security
tools.

Led to SEC probes on vendor accountability.

Incident #8
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AT&T Data Breach

Date: July 2025 (disclosed)

Attribution: Snowflake-linked (Scattered Spider)

Vector: Unsecured cloud storage; call logs accessed via stolen creds. 

Key Lesson: Encrypt all cloud data at rest/transit; automate access
reviews quarterly. 

Impact

109M customers' metadata exposed (no content); $2M SEC fine.

Privacy lawsuits; heightened telecom surveillance risks.

Part of broader Snowflake wave affecting millions. 

Incident #9
Defend Today,  Thrive Tomorrow.
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National Public Data Breach

Date: August–October 2025

Attribution: Unknown (data broker exposed)

Vector: Unpatched server; 2.9B records scraped. 

Key Lesson: Background check firms need ironclad patching;
pseudonymization reduces exposure in high-volume datasets. 

Impact

Largest U.S. breach: SSNs, addresses for nearly all adults leaked
on dark web.

$375M mega-breach cost; firm filed bankruptcy amid lawsuits.

Surged identity theft; prompted federal data broker reforms. 

Incident #10
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#11 Salt Typhoon Telecom Espionage

#12 Port of Seattle Ransomware

Date: October–November 2025

Date: September 2025

Attribution: Chinese APT (UNC5325)

Attribution: Rhysida

Vector: Compromised routers for wiretap access; 8+ U.S. providers hit.

Vector: RDP exploit on port ops systems.

Key Lesson: Secure edge infrastructure with EDR; collaborate on nation-
state intel sharing. 

Key Lesson: OT segmentation critical for transport; rapid isolation limits
spread. 

Impact

Impact

Stole call records, surveillance data; ongoing since 2023;
geopolitical fallout, $100M+ remediation.

SEA airport offline for days; $30M costs, partial data leak.

Incident #11 & #12
Defend Today,  Thrive Tomorrow.
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Dominant Threat
Trends of 2025

2025's incidents reveal interconnected risks: 

1. MFA Fatigue & AiTM Attacks
Legacy MFA bypassed in 74% of breaches via relay kits like Tycoon 2FA. 

2. Supply-Chain Cascades
45% of attacks via vendors (e.g., Snowflake, Ivanti); third-parties amplified 90% of
energy breaches. 

3. Ransomware Industrialization
20–25 daily attacks; payouts doubled to $1.85M avg., targeting healthcare/OT. 

4. Nation-State Espionage Surge
28% of incidents; China/Russia focused on telecom/infra for "harvest now,
decrypt later." 

5. AI-Enhanced Phishing
1,200% rise; deepfakes in 40% of social engineering. 

Defend Today,  Thrive Tomorrow.
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Agentic AI will fuel self-mutating malware and deepfake vishing, with 60% of
breaches involving AI by mid-year. Defenders counter with AI SOCs slashing
response times 50%.
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AI-Driven Attacks & Autonomous
Defense

2026 Priority #1

Action
Deploy AI guardrails for shadow models (69% of SMBs lack them).

Train on synthetic attack sims; integrate ethical AI into red-team
exercises. 
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Quantum threats (e.g., China's advances) enable "harvest now" decryption; 15%
of 2026 breaches target legacy keys. NIST PQC standards mandate hybrid
transitions. 

Vendor breaches cause 45% of incidents; enforce SBOMs and continuous
monitoring. 
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2. Post-Quantum Cryptography
Migration

3. Supply-Chain Risk Governance

2026 Priorities #2 & #3

Action

Action

Assess crypto inventories; pilot lattice-based algos in high-risk systems.

Extend zero-trust contracts; audit third-
parties quarterly.
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RaaS evolves to AI-extortion on cross-platform OT; costs up 13%, with 1200%
phishing surge. 

NIS2/SEC rules demand 4-day reporting; state ops hit infra amid tensions. 
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4. Next-Gen Ransomware & OT/IoT
Targets

5. Regulatory & Geopolitical
Escalation

2026 Priorities #4 & #5

Action

Action

Mandate immutable backups; segment IoT with micro-perimeters. 

Embed compliance in C-suite agendas; join threat-sharing alliances. 
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Recommendations &
Call to Action
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Audit and replace legacy MFA with FIDO2 hardware.

Conduct PQC readiness assessment and hybrid crypto pilot.

Implement third-party risk platform with automated SBOM
ingestion.

Simulate AiTM attacks (e.g., Tycoon 2FA) in red-team exercises.

Verify OT segmentation and immutable backups via
penetration testing. 

Immediate 90-Day Actions

Black Belt Secure's Commitment
Complimentary 2026 Readiness Workshops in Q1—covering AI
governance and supply-chain hardening. Reserve:
audit@blackbeltsecure.com. Let's build unbreakable resilience
together.
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Sources &
Methodology
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IBM Cost of a Data Breach Report 2025 

Verizon DBIR 2025 

CSIS Significant Cyber Incidents Timeline (Jan–Nov 2025) 

Microsoft Digital Defense Report 2025; Google Threat
Horizons 2025

WEF Global Cybersecurity Outlook 2025; Forrester
Predictions 2026 

Public filings (SEC, GDPR), BleepingComputer, and
anonymized Black Belt Secure client data. 

Data aggregated from verified 2025 reports and disclosures:

Methodology

Incidents selected by scale (records impacted, economic loss
>$10M), global reach, and sector influence. Stats cross-verified;
predictions based on trend extrapolation. All current as of 30
November 2025.
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