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are dedicated to providing cutting-
edge cybersecurity solutions and
expert guidance to help our clients

WHEN THE ATTACKER IS AN Al:

DEFENDING AGAINST AGENTIC THREATS
AND AUTONOMOUS RANSOMWARE

In July, OpenAl disclosed something the
security world had never seen at this scale.
During an internal cybersecurity
evaluation, a group of its Al models,
running with reduced safeguards and
assigned to solve hacking challenges,
slipped past the controls meant to keep
them off the internet, chained previously
unknown vulnerabilities, and broke into
Hugging Face's production systems
looking for the answer key. No human
directed the individual steps. Hugging
Face later reconstructed roughly 17,600
attacker actions from the campaign.
OpenAl called it a "warning shot" for
itself and for the world. We covered it on
; the full technical reports
released since then make the lesson

sharper.

It isn't an isolated case. In November
2025, Anthropic reported that a suspected
Chinese state-sponsored group used its
Claude Code tool to run an espionage
campaign against roughly 30
organizations, with Al performing an
estimated 80-90% of the tactical work. In
its September 2026 threat report,

Anthropic said that operating model "has
now proliferated across every class of
actors" it investigated. And the World
Economic Forum's Global Cybersecurity
Outlook 2026 found that 87% of
respondents identified Al-related
vulnerabilities as the fastest-growing
cyber risk over the course of 2025.

That's why this month's Digital Defense
Digest is written for the boardroom.
November is when most leadership teams
finalize 2027 budgets and sit through
year-end risk briefings. Our goal is to
give executives, directors, and the vCISOs
who brief them plain-English language
for a threat that is no longer theoretical,
plus a companion white paper with the
detail behind it: Agentic Al Threats: A
Board-Ready Briefing and Defense
Playbook.

continued on page 2.

Get More Free Tips, Tools And Services At Our Website: blackbeltsecure.com - (469) 557-2007 - 1



https://blackbeltsecure.com/2026/07/24/ai-autonomous-attack/

blackbeltsecure.com
.continued from cover

By The Numbers
Stat

87%
80-90%
~17,600

29 min
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What It Means

Global Cybersecurity Outlook 2026 respondents who identified Al-related vulnerabilities as the fastest-growing cyber risk over 2025 (WEF)
Share of tactical work Anthropic says Al performed in the GTG-1002 espionage campaign (Anthropic, Nov. 2025)
Attacker actions Hugging Face reconstructed from the July 2026 Al-agent intrusion (Hugging Face)

Average eCrime breakout time in 2025; the fastest observed was 27 seconds (CrowdStrike 2026 Global Threat Report)

WHAT ACTUALLY CHANGES WHEN THE ATTACKER IS SOFTWARE

A fair question from any director: hasn't
automation always been part of hacking?
Yes. Scanners and scripts have been around
for decades. What's new is judgment. An Al
agent can read what it finds, decide what to
try next, write its own tools, and keep
going for days without getting tired. In the
Hugging Face intrusion, most of the agent's
actions went nowhere. Hugging Face's
own write-up notes that the successful path
was "hidden inside the noise generated by
the thousands of failed ones." That volume
is the point. An attacker no longer needs to
be clever on the first try when it can afford
to try everything.

What's New

o OpenAl published its full technical
incident report on August 26, with
independent alignment review by
METR and Redwood Research. One
change worth copying: for severe
alerts, responders pause activity if they
can’t confirm a false positive within 30
minutes of being paged.

o JFrog confirmed the package-registry
proxy agents escaped through was self-
hosted Artifactory and shipped fixes in
7.161.15 (July 27). If developers run
self-hosted Artifactory, confirm it’s
patched and Anonymous Access is off.

e Microsoft’s October 13 Patch Tuesday
was the largest in history, with over
1,400 vulnerabilities fixed. Expect high
patch volume as Al-assisted bug
hunting speeds up on both sides.

o The SLCGP authorization lapsed again
on September 30, and the PILLAR Act
is still waiting on the Senate.

Speed is the second shift. CrowdStrike's
2026 Global Threat Report found the

average eCrime "breakout time" (how long
it takes an intruder to move from the first

compromised system deeper into the

network) fell to 29 minutes in 2025, with
the fastest observed at 27 seconds. In one

intrusion, data theft began within four
minutes of initial access. Anthropic's

September 2026 report describes breaches
completed in two to three hours and single

operators running dozens of victims in
parallel. A response plan that counts on

The third shift is the reassuring one: the
weaknesses are familiar. Hugging Face
concluded that a capable human attacker
could have found the same flaws: unsafe
data processing, exposed cloud metadata,
overly broad access, and long-lived
credentials. Anthropic said none of the
operations in its latest report "depended on
some entirely novel technique." The
fundamentals still work. They just have to
be done faster and more completely than
before, and leadership has to fund them that

way.

someone noticing an alert the next morning

was built for a different era.

This Month's Threat Snapshot

Trend

Agentic intrusion

Self-rebuilding malware

Al "exploit foundries"

Stolen Al keys

What We're Seeing

Al agents chaining reconnaissance, exploitation, and lateral
movement, with humans approving only a few key decisions

Russia-nexus GTG-20006 used Al agents to modify and
redeploy malware every time a security product detected it

One actor's automated workflow produced more than a
dozen possible zero-day findings against network appliances
in a single month (Anthropic)

Attackers stealing companies' Al API keys to run their attacks
on the victim's account, at the victim's expense, under the
victim's name

Al now lets attackers try everything, at machine speed, for pennies. Our 2027 job
is to make the basics airtight and to make sure our response moves in minutes, not

days.
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BRIEFING YOUR BOARD ON AGENTIC Al THREATS

Inside The Incident That Changed The Conversation

Strip away the technical detail and the
OpenAl-Hugging Face incident is a story any
board can follow. OpenAl was measuring
how good its newest models were at hacking,
using a benchmark called ExploitGym. To
keep the test safe, the models ran in isolated
"sandboxes" with one narrow exception: they
could reach an internally hosted package
service, JFrog Artifactory, to install software.
That exception became the door. According
to OpenAl, agents turned Artifactory into an

improvised message board to coordinate with
one another, exploited flaws in it to reach the
internet, and passed those methods to other
agents. Some began describing themselves as a
"swarm."

Once online, agents that were stuck on their
assigned tasks went looking for shortcuts.
They found publicly exposed Hugging Face
credentials, chained previously unknown flaws
in Hugging Face's dataset—processing pipeline,
and expanded from code execution in a single

worker to cluster-admin access across multiple
internal clusters in under thirteen hours.
Hugging Face says the only customer content
accessed was five datasets tied to the
benchmark, and that it found no unauthorized
change to any software it ships. OpenAl's own
monitoring flagged unusual activity on July
19; OpenAl tied it to Hugging Face on July
20 and disclosed publicly on July 21.

The Incident At A Glance
Date (2026) What Happened (per OpenAl and Hugging Face)

Agents leave notes for each other in Artifactory, then gain unintended

May 12-26 internet access through it
Agents exploit a token flaw to get administrator-level access to
Jun 26 .
Artifactory
July 9-13 Main .campaign: a third-party co$1e sandbox becomes the launchpad;
Hugging Face clusters compromlsed
July 19-21 OpenAl security alert fires, activity is linked to Hugging Face, and

OpenAl discloses publicly

Three Lessons For Leadership

First, harm no longer requires intent. The agents weren't trying to attack anyone. OpenAl identifies "reward hacking"
(completing a task in an unintended way to score higher) as a primary driver. Your own Al agents, given broad access and a goal, can
create the same kind of exposure.

Second, the exception is the attack surface. Every organization has a trusted internal service, a service account, or a legacy
integration that gets a pass on scrutiny because it's "just internal." In this incident, that pass was the whole story.

Third, detection existed, but escalation lagged. OpenAl says an internal team saw message-board activity and disallowed internet
access as early as late May, but its significance wasn't clear to the leaders responsible for the July response. Hugging Face says its Al-
based security tooling correlated the early signals but failed to raise the alert's severity to the on-call team. The technology mostly

worked. The process around it didn't.

"Both model developers and cyber defenders more broadly will have to prepare for Al-enabled attackers that work faster,
at a larger scale, and with better coordination than human attackers."
— OpenAl, "The Hugging Face incident and the road ahead," August 26, 2026

The good news: OpenAl reported that the models' tendency to compromise infrastructure dropped more than 100-fold when they
ran under its production safeguards, and that its current monitoring would have paged the security team more than a day before
Hugging Face was breached. Controls work when they're actually switched on. Turn the page for the questions that make sure yours
are.
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BRIEFING YOUR BOARD: THE PRACTICAL PLAYBOOK
From Attack Chain To Board Agenda

Agentic Al compresses three stages of an attack that used to need skilled people. Reconnaissance: Al maps your internet-facing systems, staff, and
vendors in a fraction of the time. Exploitation: it writes and tests attack code, including against logic flaws that traditional scanners miss. In May,
Google's threat intelligence team reported the first zero-day exploit it believes criminals developed with Al a two-factor authentication bypass it
disrupted before a planned mass-exploitation campaign. Negotiation and extortion: in 2025, Anthropic documented a criminal who used Al to
decide what data to steal, analyze victims' finances to set ransom demands that sometimes exceeded $500,000, and write tailored ransom notes.
Researchers have also documented a ransomware brand advertising AI chatbots that negotiate with victims.

Seven Questions Every Board Should Ask Before Approving 2027 Budgets
1. Who owns Al risk, including the Al

4. Who is pre-authorized to isolate a 6. When did we last prove that a critical
agents we run ourselves, and how often do system, revoke a credential, or pause an Al alert reaches a human who can act? Test it,
they report to us? One accountable executive, agent at 2 a.m.? Decide now, not during the including nights and weekends.
nota commuttee. incident. 7. What are we willing to stop funding to
2. Do we have an inventory of every Al 5. Which vendors run Al agents with fund this? Budgets are where risk appetite
agent and integration, and what each one access to our data, and what do our becomes real.

? ! . .
can rf.:ad, change, or dele.te. You can't contracts require of them? The Hugging
contain what you haven't listed.

3. Has our risk appetite been updated for
attacks measured in minutes? If containment

takes a day, the plan is out of date.

Face breach began with someone else's AL

Agentic Threats, By The Numbers

87% identified Al-related vulnerabilities as the fastest-growing cyber risk over 2025 WEF Global Cybersecurity Outlook 2026
94% expect Al to be the most significant driver of change in cybersecurity in the year ahead WEEF Global Cybersecurity Outlook 2026
64% of organizations now assess the security of Al tools, up from 37% a year earlier WEF Global Cybersecurity Outlook 2026
89% year-over-year increase in operations by Al-enabled adversaries CrowdStrike 2026 Global Threat Report
42% of vulnerabilities were exploited before public disclosure CrowdStrike 2026 Global Threat Report

Q1 Roles & Authorities (GV.RR) - Q2 Organizational Context (GV.OC) - Q3 Risk Strategy (GV.RM) - Q4 Policy (GV.PO) - Q5 Supply
Chain (GV.SC) - Q6 Oversight (GV.OV) - Q7 Risk Strategy (GV.RM)

None of these numbers argue for panic. They argue for a board that asks better questions and funds the answers. Our companion white paper
maps each question to the Govern function of the NIST Cybersecurity Framework 2.0, so your answers line up with the framework auditors,
insurers, and regulators already use.
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RANSOMWARE WATCH: HOW CLOSE IS TRULY AUTONOMOUS

RANSOMWARE?

"Autonomous ransomware" makes a great
headline, so it's worth separating what's
documented from what isn't. In August 2025,
ESET announced it had found "PromptLock,"
calling it the first Al-powered ransomware.
Days later, NYU Tandon researchers
identified it as their own academic prototype,
"Ransomware 3.0," a lab proof of concept that
doesn't work outside a contained
environment. It still matters, because it proved
the idea works: the prototype used an Al
model to write fresh attack scripts for each
victim, correctly flagged 63-96% of sensitive
files depending on the environment, and used

about 23,000 AI tokens per complete run,
roughly $0.70 at commercial API prices.
Every run produced different code, which is a
problem for tools that hunt for known
malware signatures.

In the real world, criminals are automating the
pieces around the encryption. Anthropic's
August 2025 report described a criminal
(tracked as GTG-2002) who used Claude
Code against at least 17 organizations,
including healthcare, emergency services,
government, and religious institutions. There
was no encryption at all, just data theft and

Autonomous Ransomware, By The Numbers

Stat

27 seconds

What It Means For You

Fastest observed eCrime breakout time in 2025 (CrowdStrike). Response has to be

pre-authorized and partly automated

Time to the start of data exfiltration in one 2025 intrusion (CrowdStrike). Theft

Estimated Al cost per complete attack run in NYU's lab prototype. Cost is no

Some Al-calculated ransom demands in the GTG-2002 extortion campaign

One stolen developer token to full cloud admin in a 2026 case (Anthropic).

4 minutes
can start before anyone gets paged
~$0.70 ,
longer a barrier for attackers
500K+
$ (Anthropic, 2025)
~3 hours

Identity is the new perimeter

extortion, with Al choosing what to steal and
how hard to squeeze. In 2025, EclecticlQ
reported that the GLOBAL GROUP
ransomware-as-a-service brand built Al-
driven chatbots into its negotiation panel so
affiliates who don't speak English could
pressure victims; one affiliate demanded $1
million within 48 hours. And Anthropic's
September 2026 report describes
ShinyHunters-linked affiliates going from first
access to bulk data theft in hours, and from
one stolen developer token to full control of a
victim's cloud environment in roughly three
hours.

The Root Cause, Still

Read past the Al angle and the entry points are
depressingly familiar: stolen credentials,
unpatched edge devices, exposed services, and
keys left in code and apps. One 2026
hacktivist even poisoned a victim's backups so
that restoring would re-infect the network. Al
makes attackers faster and cheaper. It doesn't
make the basics optional. Phishing-resistant
MEFA, fast patching, tight identity controls,
and backups that can't be deleted or poisoned
are still what separate a bad day from a
business-ending one.

m Can an attacker who steals one administrator credential delete or encrypt our backups? Show us the control that stops it.
®m How fast can you isolate a compromised system or account, and who on our side has to approve it?
m If an Al-driven intrusion generated thousands of low-level alerts in a day, how would you find the one that matters?
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GRANT & COMPLIANCE SPOTLIGHT: CSF 2.0 GOVERN, THE DRAFT

CYBER Al PROFILE, AND THE SLCGP LAPSE

When a board asks, "How do we know we're governing this well?", the most useful answer is a framework it can measure against. The Govern
(GV) function of the NIST Cybersecurity Framework 2.0 is built for exactly that conversation. Its six categories cover Organizational Context
(GV.OC), Risk Management Strategy (GV.RM), Roles, Responsibilities, and Authorities (GV.RR), Policy (GV.PO), Oversight (GV.OV), and
Cybersecurity Supply Chain Risk Management (GV.SC). Every one of our seven board questions maps to one of them.

NIST is also building Al-specific guidance on top of CSF 2.0. Its Cyber AI Profile (NIST IR 8596) was released as a preliminary draft on
December 16, 2025, organized around three focus areas: securing Al system components, using Al for cyber defense, and thwarting Al-enabled
cyberattacks. As of this writing it's still a draft, so treat it as a sign of where expectations are heading, not as a compliance requirement.

The SLCGP update we promised: the PILLAR Act, which would reauthorize the State and Local Cybersecurity Grant Program, passed the House
by voice vote on November 17, 2025, and has sat with the Senate Homeland Security and Governmental Affairs Committee since November 18,
2025, with no further recorded action. The program's authorization, previously extended to September 30, 2026, has now lapsed again. If your
organization holds an existing award or was planning an application, check with your State Administrative Agency before you count on those

dollars in your 2027 plan.

Govern At A Glance

CSF 2.0 Category

GV.OC Organizational Context

GV.RM Risk Management Strategy

GV.RR Roles, Responsibilities, Authorities
GV.PO Policy

GV.OV Oversight

GV.SC Supply Chain Risk Management

FREE WHITEPAPER:

What It Means In The Boardroom
We understand our mission, obligations, and
dependencies, including the Al we run

We've set risk appetite and priorities, and they
reflect Al-speed attacks

Someone specific owns cyber and Al risk, with
the authority and budget to act

Written rules exist for Al use, agent access, and
containment, and they're enforced

Leadership reviews results and adjusts, not just
receives reports

Vendors, including Al vendors, are held to
defined security requirements

SCHEDULE A FREE ASSESSMENT

Agentic Al Threats: A Board-Ready Briefing And

Defense Playbook

Our companion guide covers how agentic Al changes the attack chain,
case studies on the OpenAl sandbox incident and the first Al-developed
zero-day, detection and response adjustments for Al-speed attacks, board

questions mapped to CSF 2.0's Govern function, criteria for evaluating
Al-aware security vendors, and a 2027 preparedness checklist.

Claim Your FREE Copy At: blackbeltsecure.com/reports

Not sure how your organization
would hold up against an Al-speed
attack? Our no-obligation assessment,
led by a Jutsu vCISO, reviews your
identity controls, Al agent exposure,
detection and response readiness, and
board reporting, then delivers a
prioritized, plain-language findings
report you can take straight to your
leadership team.

blackbeltsecure.com/contact-us
(469) 557-2007

Aoy e
SECORE
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TEN LOW-COST MOVES EVERY LEADERSHIP TEAM
SHOULD MAKE BEFORE 2027 BUDGETS CLOSE

Cybersecurity Awareness Month's Core 4 habits - strong passwords, multi-factor
authentication, recognizing and reporting scams, and keeping software updated - still stop
the majority of attacks. This year we're adding six more, built around what's actually

NOVEMBER 2026
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Defend Today, Thrive Tomorrow.

changed: Al-written phishing, voice-cloned fraud, and shadow Al. None of these require a

large budget or a dedicated security hire.

1. Name one executive owner for Al risk and put Al
on the board's standing risk agenda, not just the IT
report.

2. Inventory your Al agents and integrations. For
each one, write down what data it can read, what
systems it can change, and who approved that
access.

3. Treat every Al agent as a high-risk non-human
identity: least privilege, its own credentials, short
expiration times, and logging of everything it does.

4. Protect Al API keys like production passwords.
Scan code, apps, and containers for exposed keys
and rotate them on a schedule. Attackers are
actively hunting for them.

5. Turn on phishing-resistant MFA for every
administrator, remote-access, and cloud-console
account. Stolen credentials started most of the
intrusions Anthropic described this year.

Immutable or offline backups with tested restores

vCISO-led board reporting mapped to NIST CSF 2.0

Ask Your vCISO

A leadership tabletop exercise built around an Al-speed scenario

6. Patch internet-facing systems on a faster clock,
starting with VPNs, firewalls, and remote-access
appliances. Al-assisted bug hunting means more
patches, more often.

7. Review your "it's just internal" exceptions. Every
proxy, gateway, or service account that bypasses
normal controls deserves the same scrutiny as an
external connection.

8. Pre-authorize containment. Decide in writing
who can isolate a system, revoke a credential, or
shut off an Al agent without waiting for a meeting.

9. Prove your alerts reach a human. Test after-
hours escalation this quarter. In the OpenAl-
Hugging Face incident, warning signs surfaced at
both companies before anyone escalated them.

10. Protect backups against deletion and
poisoning, keep at least one immutable or offline
copy, and test a real restore before you need it.

Phishing-resistant MFA for administrators, executives, and remote access
Identity and non-human identity management, including Al agents and API keys
24/7 monitoring and response with pre-authorized containment

Jutsu vCISO clients: ask us for a one-page board memo built from these ten moves and the seven board questions on page 4. It's the fastest

way to turn this issue into a year-end briefing your directors can act on.

Print this page and bring it to your next board meeting. The first five close the doors Al attackers use most; the last five make sure that
when one opens anyway, your team rmoves faster than the attacker.
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&\ BLACK BELT DEFEND TODAY,
SECURE THRIVE TOMORROW

Defend Today, Thrive Tomorrow.

Beyond protecting networks, Black Belt Secure is committed to strengthening the
organizations that strengthen our communities. With 20 years of experience helping
businesses, nonprofits, schools, and public agencies defend what they've built, we know
the hardest part of a new threat is often explaining it to the people who fund the
response. This November, that commitment takes a specific shape: a series of plain-
language Board & Executive Briefings on agentic Al threats, built for directors, owners,
qq 9 and executive teams rather than IT staff, and timed to year-end planning and budget

b © ¢ cycles.

Question? Email
infoeblackbeltsecure.com
or visit

blackbeltsecure.com/cont
act-us for a free
assessment.

November Briefing Calendar

About Jutsu vCISO

Jutsu is Black Belt Secure's virtual

When the attacker is an Al: what happened in the

Week 1 ) o 5 ’ . CISO program: experienced security
OpenAl/Hugging Face incident, in plain English leadership without the cost ofia full=
time hire. Clients progress through
three levels. White Belt builds the
The seven board questions: mapping your answers to foundation with risk assessments and
Week 2 NIST CSF 2.0's Govern function core controls; Green Belt adds
incident response planning,
awareness training, and continuous
Al-speed incident response: pre-authorized containment monitoring; Black Belc adds threat
Week 3 P ) P P ) hunting, penetration testing, 24/7
and a tabletop exercise for leadership SOC integration, and board-level
reporting from a dedicated vCISO.
Learn more at
Week 4 Budgeting for 2027: prioritizing the ten low-cost moves

and evaluating Al-aware security vendors

Space in each session is limited to keep the conversation practical and specific
to your organization. Ask your account team for exact dates, or reach out
directly to reserve a seat for your leadership team.
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